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PARADIGM SHIFT

Fundamental shifts that address biological, 

Physical and emotional challenges
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ARE YOU COVERED?

People

Business 
Interruption

Loss of 
markets

Time
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TOP 10 RISKS – GHANA AND THE REST OF THE WORLD

Risk

1

2

3

4

Ghana - Macroeconomics

Africa – Business Interruption 

World – Cyber Risks

Ghana – Market Developments 

Africa – Cyber Risks

World – Business Interruption

Ghana – Changes in Legislation and Regulation

Africa – Changes in Legislation and Regulation

World – Changes in Legislation and Regulation

Ghana – Cyber Risks

Africa – Critical Infrastructure Blackouts

World – Natural Catastrophes
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INSURANCE SOLUTIONS TO THE RISKS

Insurance 
Protection

Cyber Risks – Cyber Liability 

Insurance

Agric (Parametric Insurance)

Business Interruption –

Business Interruption/ Fire 

Insurance

Political Risks/ Violence & 

Terrorism Insurance

Computers/Cellphones/Data processing? 
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WHAT TO DO…

Paradigm 
Shift

Risk Management before 

Transfer of risks

Pay for Advice

Business Continuity 

Programs

Alternative Risk Financing

Prevention is the 1st line of defense – Identify, Analyse, Action, Monitor/Evaluate

Control
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The advent of COVID-19 and increased remote working, causes businesses to consider the following 
cybersecurity questions.

1. Are the remote connections employees are using restricted to company supplied secure equipment?
2. Is there adequate capacity to facilitate a sudden increase in volume, beyond the current volume, of remote 

workers and maintain remote access to all critical infrastructure?
3. Are all employees using necessary information technology security measures including VPN, etc. for the 

remote connections?
4. Are remote access control (request, obtain, use, terminate) policies and procedures being updated to 

enable staff to regularly work remotely on a formal basis?
5. Are communication channels and collaboration frequency enhanced to prevent remote employees 

vulnerable to disinformation (to take advantage of fears over coronavirus) related to COVID-19 cyber 
threats? Specifically, is there additional awareness, or training, being pushed out to employees related to 
emerging phishing threats or other known attack methods being monitored through the company’s threat 
intelligence?
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CYBER RISKS, DIRECTORS & OFFICERS LIABILITY
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CYBER & SUPPLY CHAIN RISKS

IT 
Infrastructure

Secure 
environment

Service 
provider 

dependencis

Cyber 
Operations

Alerts and 
audit logs

Multi factor 
authentication

Guidance to 
employees

Phishing 
threats

Family use of 
company 

equipment
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IMPACT OF COVID ON THE INSURANCE INDUSTRY

Rebalancing

Global losses over $100B

Innovation driven by 

technology

$100 loss of assets value

Mergers & Acquisitions

Debate on business interruption losses?


