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LOVID-19 - Background a introduction

The World Health Organisation (WHO) on 11 March 2020 declared the novel corona virus (COVID-19) outbreak a global
pandemic. Many countries globally have put in measures to control the spread of the virus. The President of Ghana
announced some measures to curb the spread of the virus. Among these measures include the partial lockdown of some
areas in the country as well as the closure of the borders into Ghana.

Ghana has recorded 1550 cases with a 10% recovery rate and1 death rate
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LOVID-9 - Gyber secunty Implcations for BUSINesses

The speed and breadth of the unfolding COVID-19 crisis is dramatically impacting lives, disrupting
business operations and supply chains, slowing markets, and now posing the risk of a global recession.

Concern over the spread, duration, scale and impact of COVID-19 pandemic is growing, prompting
organizations to consider their response and the actions they need to take now to maintain their business.

Organizations are evaluating various deployment models based on the complexity, criticality and scale of remote working

Laptop to Home 22 Desktop to Home

Enable employees to work remotely with the
organization’s allocated laptop

Enable employees to work remotely by moving the
organization’s allocated desktop to home

BYOD with employer’s secure container Cloud VDI environment

Enable employees to work remotely using their
personal device by ensuring organization’s data
remain safe and contained within the work profile
on the device

— VDI set up and system provided by the
organization to enable employees to access
employer’s data and applications

— Organizations set up VDI on temporary cloud
environment and enable employees to login from
their personal devices to access employer’s data
and applications

Teleworking

C}@; .F-D
_- Enables employees to work remotely using modern

technology and telecommunication to remain in touch
with employer and the business (clients/customers)
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LOVID-9 - Gyber secunty Implcations for BUSINesses

The COVID-19 pandemic is changing our lives, people are concerned, and with that concern comes a
desire for information, safety and support. Organised crime groups are exploiting the fear, uncertainty and
doubt which COVID-19 brings to target individuals and businesses in a variety of ways. There are also a
number of cyber risks associated with the measures various organisations are putting in place to combat
COVID-19 and continue business operations.

@

Business Disruption:
Increase in Covid -19 themed
malware and spam campaigns:

Health updates
Fake cures

Ghana Covid-19 case
updates

«+ Denial of Service Attacks

s Ransomware Attacks

Fraud:

Covid-19 themed phishing
campaigns to collect customer
banking details, credentials of
critical systems such as
Microsoft Office 365 through:

v’ Fake websites

v Impersonation of Bank staff
and customers

v Increase in CEO and CFO
fraud

v Soliciting donations for non-
existent COVID-19 charities
using malicious online
platforms
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Critical Data Breach:

Loss of sensitive business and
personal data:

v Ad-hoc remote working
arrangements

v Use of personal devices
with limited or no security
protection

v Inadequate staff awareness
v’ Teleconferencing




LOVID-19 - The threalis redl
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@ businesstech.co.za/news/banking/373900/nedbank-warns-clients-after-data-breach-1-7-million-clients-potentially-affected/

wn - Google Sea... Coronavirusoutbreak  Fraudsters exploiting Covid-19 fears

Tl have scammed £1.6m
y SAFETY FIRST.
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Criminals are escalating activity that targets the vulnerable,

TH EN I N NOVATIO N. e analysts have said

Coronavirus - latest updates
See all our coronavirus coverage

TAIWAN Your email address Mqr}( Tovynsend Home ! 4
EXCELLENCE affairs editor G

w @townsendmark

Sat 4 Apr 2020 1

= = BANKING BUSINESS FINANCE MOTORING INDUSTRY NEWS ITSERVICES MC f vy = e

Mesh Networking

Nedbank warns clients after data breach
- 1.7 million clients potentially affected

Staff Writer 13 February 2020
AC 1300 Speed |

Wi-Fi Roaming

8 SSIDs

g fresh opportunities for fraudsters to strike. Photograph: Dominic Lipinski/PA

More than 500 coronavirus-related scams and over 2,000 phishing attempts
by criminals seeking to exploit fears over the pandemic have been reported

to UK investigators, figures reveal.
M _ One of the latest scams being assessed by officials at the National Fraud
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LOVID-19- The threalis redl

Sample malicious emails

B % & +» ¢

- MESSAGE

Mon 376/2020 721 MM

RE: Due 10 cutbreak ofCoranavirus - Message (HTML)

Marketing <info@bcsl.co.ke>
RE: Due to outbreak ofCoronavirus

Te

(5 v———

Hello,

H ©
@l MBET vessace

»

We have been instructed by your customer to make this transfer to you

we are unable to process your payment as the SWIFT CODE in your bank account information is wrong,

please see that enclosed invoice and comrect SWIFT CODE so we can remit payment ASAP before bank close.

Best Regards,
Malwarebytes

Rafhana Khan
Admin Executive

| Premium

/" Malware blocked by Real-Time Protection

t has been automatically quarantned and s no longer a

threat to yowr computer

TRN No. - 100269864300003
Umm Al Quwain Industrial Area , Umm Al Quwain, UAE.
Telefax: +971 6 740 6255 | www advance.-packaging com

Type

) 5ee moce snout Marketing.

KPMG

Malware
Name Trojan.Guloader
Path  ClUsersh

WAppD.. Xa0 30%nvoices exe

Close
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@G 1+ ¥ 5 UKcoronavirus cases find out how many are in your area - Message (... T E - O X
x Q— Reply e ¥ Create New ¥ 53 Mark Unread a’% # Q
-
- 2 Reply Al P i Cat - -
: Delete €2 Reply = —| Move B fa etegane Translate 8 Zoom
) Forward = | - [™ Follow Up - - fx -
Delete Respond Quick Steps & Mave Tags ] Editing Zoom ~
Fri 3/13/2020 2:11 AM
PHE <paris@mfa.go.ke> @ MBET
UK coronavirus cases: find out how many are in your area
Te

| Message | @7 listxisx 575 KB)

Latest figures from public health authorities on the spread of Covid-19 in the United Kingdom.

Find out how many cases have been reported near you.

Data from Public Health England

) see more about PHE.

2020 KPMG International Cooperative ("KPMG International"), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with KPMG International. KPMG International provides no services to clients. No member firm has any authority to obligate or bind
KPMG International or any other member firm vis-a-vis third parties, nor does KPMG International have any such authority to obligate or bind any member firm. All rights reserved.



LOVIDHIY - Cyber

ot o
3000- 4000

complaints a day through
their internet portal. Prior to
the COVID outbreak, they
typically receive 1,000
complaints a day

Australian Competition and

Consumer Commission
(ACCC)

$130000

in reported losses from over
1,100 reports about COVID-
19 scams.

Clime facts and figures

US Federal Trade
Commission (FTC)

m Forrester Research m

increase in COVID
8007 19 phishing 18 milion
O attacks in the first reported losses through COVID-19
quarter of 2020 related complaints

As at 21 April 2020, (FTC) had

received 23081 consumer
complaints related to the outbreak,

including more than 12,700 fraud
complaints

m Garda National
Economic Crime Bureau
£2.38 mion

paid by a German company for
the purchase of Personal
Protective Equipment to a
Fraudulent company.

18 milion

daily COVID-19 specific phishing
and malware attacks for the week
ending 17 April 2020

05 Jumeex
$2.3 millor

reported to have been paid out
of an amount of

$6 milion (F4.6 milion)

demanded by ransomware
operators.

iss entity. Member firms of the KPMG network of independent firms are affiliated with KPMG International. KPMG International provides no services to clients. No member firm has any authority to obligate or bind
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LOVID-9 - Gyper crime Tacts and Tigures

Information is very lucrative for hackers and scammers on the Dark Web. The prices (USD/GHS) of stolen data on the dark web
are estimated as follows:

Personal
Information
$40 - $20(

~ GHS 232 - GHS 1,160

Debit / Credit
Card (#)

Username /
Passwords

~ GHS 58 - GHS 92 ~ GHS 458.2

(:,JHL carg

amazoncom

‘3100

Bank Details
$50- $200

Amazon Gift Card

$175 Social Media

$12.99
~ GHS 58 - GHS 92 : ~ GHS 75.34 ' ~ GHS 290 - GHS 1,160

A database containing what appears to be the data of thousands of UniCredit S.p.A employees is being advertised for sale on

cybercrime forums. Buyers can purchase the data for sale in units of rows. The cost of 150,000 rows of data is $10000

References:
https://digitaltrends.com/computing/personal-data-sold-on-the-dark-web-how-much-it-costs/ ; https://fortune.com/2018/03/07/apple-id-dark-web-cost/ ; https://vpnoverview.com/privacy/anonymous-browsing/in-the-dark/

KPMG
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https://digitaltrends.com/computing/personal-data-sold-on-the-dark-web-how-much-it-costs/
https://fortune.com/2018/03/07/apple-id-dark-web-cost/
https://vpnoverview.com/privacy/anonymous-browsing/in-the-dark/
https://www.unicreditgroup.eu/en/worldwide/our-worldwide-presence/europe/italy/unicredit.html

LOVID-19 - Staying cyber Secure

The Response

A simple request: Remain vigilant for malicious phishing emails seeking to exploit interest in the Coronavirus. Please
exercise caution in handling any unofficial email with a subject line, attachments, or hyperlinks related to the Coronavirus,
even if it appears to originate from a trusted source. Be wary of fraudulent social media pleas, calls, texts, or donation
websites relating to the COVID-19. Even these need to be Socially Distanced!!

Below are some key steps you should take to reduce the risk to your organisation and your employees, particularly as you
move to remote working:

Enhance cyber and information security awareness amongst your teams, warning them of the
heightened risk of COVID-19 themed phishing attacks

Share definitive sources of advice on how to stay safe and provide regular communications on the
approach your organisation is taking to the COVID-19 pandemic

Access to the corporate network from the internet should be restricted via secure channels such
as a Virtual Private Network (VPN)

Review access rights of employees and third parties to ensure access granted is on a business need
basis.
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LOVIDHS - Staying cyber secure

Ensure increased monitoring of cybersecurity events and avoid the use of non-secure/public cloud
channels for information transfer

Back up all critical systems and validate the integrity of backups, ideally arranging for offline storage
of backups regularly.

Encrypt data at rest and in motion on laptops and storage media used for corporate activities

Ensure finance processes require finance teams to confirm any requests for large payments during
the COVID-19 pandemic. This confirmation can help to guard against the increased risk of business

email compromise and CEO frauds. |deally, use a different channel such as phoning or texting to
confirm an email request.

Improve vulnerability awareness and patch management process across your IT estate by applying

the latest critical security patches and updating anti-malware software including on devices used to
access corporate information.

Run a helpline or online chat line which employees can easily access for advice, or to report any
security concerns including potential phishing attacks

2020 KPMG International Cooperative ("KPMG International”), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with KPMG International. KPMG International provides no services to clients. No member firm has any authority to obligate or bind
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Juestions & Comments
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